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SECURITY MARKINGS 

Classification Markings 

Any information generated on a DoD oontraot, or 
from data controlled by the DoD which would adversely 
affect the United States’ safety or defense if known 
to unauthorized persons, must be classified in the 
categories and manner described below* 

TOP SECRET 

This classification is assigned to information or 
material of paramount importance, the unauthorized 
disclosure of which could result in exceptionally 
grave damage to the nation, such as leading to a war, 
a definite break in diplomatic relations affecting 
the defense of the United States, a compromise of 
scientific or technological developments vital to 
national defense, etc* The stamp appearing below 
must be centered at top and bottom of a document, 
in letters inch high, preferably in RED * 

TOP SECRET 



SECR ET 

This classification is assigned to information or 
material, the unauthorized disclosure of which could 
result in serious damage to the nation, such as 
jeopardizing international relations of the 
United States, endangering a program of vital 
importance to the national defense, compromising 
defense plans or scientific or technological 
developments important to national defense, etc. 

The stamp appearing below must be centered top and 
bottom of each page of a document in letters of 
-£■ inch, preferably in RED * 

SECRET 



CONFIDENTIAL 

This classification is assigned to information or 
material, the unauthorized disclosure of which could 
be prejudicial to the defense interests of the nation. 
The stamp appearing below must be centered top and 
bottom of each page of a document in letters of 
inch high, preferably in RED * 

CONFIDENTIAL 






Class ification Markings (Con't.) 



CONFIDENTIAL - "Modified Handling Authorized " 

This marking is assigned to CONFIDENTIAL informa- 
tion for which less stringent transmission and 
storage rules are applicable. The stamp appearing 
below must appear at top and bottom of each page of 
a document in letters inch high, preferably in RED. 

CONFIDENTIAL 
"Modified Handling Authorized" 



Extra Markings 

In addition to the classification categories above, 
the classified information or material must also be 
designated as being Defense Information or as 
Restricted Data information. 

RESTRICTED DATA 
Atomic Energy Act - 195U 

All other classified data not falling within the 
Restricted Data definition is Defense Information. 

b. The following extra marking must appear at least 
once on the cover or first page, as appropriate, 
of each document containing Defense Information 
which is generated for distribution outside the 
DoD contracting agency. 

THIS MATERIAL CONTAINS INFORMATION AFFECTING 

THE NATIONAL DEFENSE OF THE UNITED STATES 

WITHIN THE MEANING OF THE ESPIONAGE LAWS* TITLE 

18 U. S. C. SECTIONS 793 AND 79k* ITS TRANSMISSION 

OR THE REVELATION OF ITS CONTENTS IN ANY MANNER 

TO AN UNAUTHORIZED PERSON IS PROHIBITED BY 

LAW. 
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HANDLING CLASSIFIED DATA 
GENERAL 



Dependent upon the degree of protection required in the 
interest of national defense, information is classified 
TOP SECRET, SECRET, CONFIDENTIAL, or CONFIDENTIAL - 
"Modified Handling Authorized." 

All authorized persons having custody of classified matter 
when it is not in approved storage containers shall keep it 
under constant surveillance and be in a physical position 
to exercise direct control over it* Such persons shall 
cover classified material, turn it face down, place it in 
storage containers, or otherwise protect it when unauthorized 
persons are present; and they shall return all classified 
data to storage containers as soon a3 practicable after use. 

Combination padlocks used for storage containers shall be 
looked after removal from the container, to prevent possible 
compromise of the combination. 

Terms such as CRYPTOGRAPHIC INFORMATION, RESTRICTED DATA, 
and FORMERLY RESTRICTED DATA are not security classifica- 
tions, but designate types of classified information which 
require special handling. 



Fore ign Travel 

AMC Form 159, Notifications of Foreign Travel, is 
required from any person with TOP SECRET, SECRET, 
or CONFIDENTIAL Access Authorization who plans to 
travel to any country except Canada or Mexico. 

If the foreign travel is to or through a Sino-Soviet 
Bloc country, or involves attendance at an inter- 
national scientific technical, engineering, or 
professional meeting outside the United States when 
it can be anticipated that Sino-Soviet Blac representa- 
tives will attend, the employee must notify Industrial 
Security at least thirty (30) days in advanoe; furnish 
necessary information about the travel, and acknowledge 
receipt of a security briefing from the Industrial 
Security Office. 
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Cryptographic Material 

Cryptographic material, regardless of its 
classification, will be reproduced only with 
the prior written authorization of the 
Contracting Officer, or his authorized repre- 
sentative. 

Reproduction records for cryptographic material 
will be maintained for a minimum of four (ij.) 

years. 



